[image: image1.jpg]Victorian
Women With
Disabilities Network




Victorian Women with Disabilities Network logo
 Privacy Policy
Policy number
002
Version
000
Drafted by
Operational Development Consultant
Issue date
April 2009
Responsible Person Keran Howe
Review date
April 2011
1. Introduction
Victorian Women with Disabilities Network (VWDN) is committed to protecting the privacy of personal information which the organisation collects, holds and administers. Personal information is information which directly or indirectly identifies a person.
2. Purpose
The purpose of the privacy policy is to provide a framework for VWDN in dealing with privacy considerations.
3. Policy

3.1. VWDN is committed to protecting the privacy of personal information it collects, holds and administers. 
3.2. As a membership-based organisation, VWDN collects and administers a range of personal information for the purposes of communicating with and representing its membership.  
3.3. VWDN recognises the essential right of individuals to have their information administered in ways which they would reasonably expect – protected on one hand, and made accessible to them on the other.  These privacy values are reflected in and supported by our core values.
3.4. VWDN is bound by federal and state privacy laws which impose specific obligations when it comes to handling information. VWDN has adopted the National Privacy Principles from Schedule 3 of the Privacy Act 1988 (Cth) as minimum standards in relation to handling personal information.
3.5. In broad terms this means that we:

3.5.1. Collect only information which the organisation requires for its primary function.
3.5.2. Ensure that members and stakeholders are informed as to why we collect the information and how we administer the information gathered.
3.5.3. Use and disclose personal information only for our primary functions or a directly related purpose, or for another purpose with the person’s consent.
3.5.4. Store personal information securely, protecting it from unauthorized access
3.5.5. Provide members and stakeholders with access to their own information, and the right to seek its correction.
4. Procedures
VWDN will adhere to the procedures outlined below.
4.1. In collection personal information , VWDN will:

4.1.1. Only collect information that is necessary for the performance and primary function of the organisation.
4.1.2. Notify members and other relevant stakeholders about why we collect the information and how it is administered.

4.1.3. Notify members and other relevant stakeholders that this information is accessible to them.
4.2. In using and disclosing personal information, VWDN will:

4.2.1. Only use or disclose information for the primary purpose for which it was collected or a directly related secondary purpose.

4.2.2. For other uses we will obtain consent from the affected person
4.3. In ensuring data quality, VWDN will

4.3.1. Take reasonable steps to ensure the information collected is accurate, complete, up to date and relevant to the functions we perform
4.4. In ensuring data security and retention, VWDN will

4.4.1. Store the information to protect against misuses, loss, unauthorised access and modification.

4.4.2. Only destroy records in accordance with the Records Management Policy

4.4.3. Dispose of confidential information in secure bins or by shredding

4.4.4. Require password access for log on to all VWDN computers 
4.5. VWDN will operate openly by:

4.5.1. Ensuring members and other stakeholders are aware of VWDN’s Privacy Policy and its purposes.

4.5.2. Making this information freely available in relevant publications and on the organisations website
4.6. VWDN will ensure personal details are accessible and correct by

4.6.1. Acknowledging that individuals may have a right to seek access to information held about them

4.6.2. Promptly correcting the information if it is inaccurate, incomplete, misleading or out of date
4.7. VWDN will ensure anonymity by

4.7.1. Giving members and other stakeholders the option of not identifying themselves when completing evaluation forms or opinion surveys.

4.8. When making information available to other service providers, VWDN will

4.8.1. Only release personal information about a person with that person’s expressed permission, or under the rules of membership.

4.8.2. Release information to third parties where it is requested by the person concerned.
4.9. Conditions of Membership – Privacy
4.9.1. The Rules of Victorian Women with Disabilities Network Inc Section 12 (Privacy of Members) states that: Personal information about Members is collected for the purposes of Membership and may be disclosed to other Persons or made available for inspection by other Persons.  Members will be taken to have consented to this use of their personal information unless Members inform VWDN to the contrary.
4.9.2. In practical terms, this means that the disclosure, duplication or release of personal information of members may be given to agencies or organisations seeking candidates for appointment to advisory committees or boards, or for research projects conducted by VWDN.
The Rules of Victorian Women with Disabilities Network Inc Section 13 (Register of Members) states:
4.9.3. The Chief Executive Officer must keep and maintain a Register containing the full name, address and date of entry of each Member.
4.9.4. Members most notify the Chief Executive Officer if their details change or to update or access their personal information.
4.9.5. The register must be available for inspection by Members at the Office during normal office hours.  Use of the Register by Members will be for the purpose of Association business only.
4.10. Privacy Breach

4.10.1. The Office of the Privacy Commissioner, Guide to handling personal information security breaches (August 2008) explains that a personal information security breach occurs when personal information is subject to loss or unauthorised access, use, disclosure, copying or modification.
4.10.2. Personal information security breaches can occur in a number of ways.  Some of the most common breaches happen when personal information held by an agency or organisation is lost, misused, mistakenly disclosed or stolen.  Some examples include:
· lost or stolen laptops, removable storage devices, or physical files containing personal information 
· paper records inadequately recycled or left in garbage
· computer hard drives and other storage media being disposed of without erasing contents
· an agency or organisation mistakenly providing personal information to the wrong person, for example by sending details out to the wrong address

· an individual deceiving an agency or organisation into improperly releasing the personal information of another person
· databases containing personal information being ‘hacked’ into or otherwise illegally accessed by individuals outside of the agency or organisation and

· employees accessing personal information outside the requirements of their employment.

4.10.3. It is important to recognise that personal information security breaches are not limited to external malicious actions, such as theft or ‘hacking’, but may just as often involve internal errors and failures to follow established information handling procedures.  While there may be no harm intended, these types of breach can affect individuals’ privacy as much as malicious actions.
4.10.4. In the event that there is a suspected or actual breach of this policy or relevant privacy laws, the Administration and Information Officer will follow the Privacy Breach Guidelines as outlined in Attachment A.  The Executive Officer should be advised immediately of any suspected or actual privacy breach.
5. Responsibilities

The VWDN Board is responsible for adopting this policy.  All staff members, contractors and volunteers are responsible for the implementation of this policy.  The Administration and Information Officer is responsible for responding to privacy breaches, monitoring changes in Privacy legislation and for reviewing this policy as and when the need arises.
6. Related Documents
· Attachment A – Office of the Privacy Commissioner, Guide to handling personal information security breaches (August 2008)
· Rules of Victorian Women with Disabilities Network Inc (Section 12 and 13)
· Privacy Act 1988 (Cth) 

· Records Management Policy

· National Privacy Principles from Schedule 3 of the Privacy Act 1988 (Cth) as amended to 14 September 2006

· Victorian Women with Disabilities Advocacy Information Service (VWDN AIS) Copyright, Disclaimers & Privacy Statements
7. Dissemination

This policy applies to all staff, contractors, volunteers and members representing VWDN.  New employees, volunteers and contractors will be provided with this policy as part of their induction processes.  The policy will be kept in the Policy and Procedures Manual and is available to members and on the website.  VWDN Privacy Statement should be used in publications and on the website.  Refer to Victorian Women with Disabilities Advocacy Information Service (VWDN AIS) document, Copyright, Disclaimers & Privacy Statements.
8. Acknowledgement
· OurCommunity website, policy bank.
9. Authorisation

Signed by Keran Howe, Executive Officer
Date:
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Attachment A – Breach Guide
The Breach Guide has been taken from the Australian Government, Office of the Privacy Commissioner Guide to handling personal information security breaches (August 2008).
Insert copy of Breach Guide here.
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